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Why Identity Theft Is Surging

Identity theft is no longer a rare, one-off headache for the F&l office — it is one of the fastest-growing threats in auto
retail. Fraudsters are combining stolen and fabricated identities, dark-web credentials, and increasingly Al-generated
documents to drive expensive vehicles off the lot in someone else's name. When it works, the dealership is often left
holding an unwind, a chargeback, or a repossession it can never complete — and a real consumer whose credit has
been wrecked.
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This brief is a companion to the F&IQ compliance workbook. It explains why identity theft is surging, walks through five
real federal and industry cases, shows the warning signs on the deal, and lays out a concrete mitigation program built on
the FTC's Red Flags Rule. The goal is simple: give every person who touches a credit application the judgment to slow a
deal down when something feels wrong.

The bottom line for the F&l office

Fraud losses are climbing even as some fraud counts fall — rings are targeting bigger loans and higher credit tiers, so a
single missed deal can cost far more than it used to.® When identity theft works, the dealership usually absorbs the loss, and
a real consumer’s credit pays the price.



Four Ways the Schemes Work

Almost every identity-theft loss at a dealership traces back to one of these four patterns. Knowing which one you're
looking at tells you what to verify next.

Third-party (true-name) theft

A fraudster uses a real person's stolen name, Social Security number, and address — often bought on the dark web — to pose
as a creditworthy buyer. The victim usually finds out only when a lender calls about payments on a car they never bought.

The applicant's information is real and checks out on paper; the person sitting across from you is not who
they claim to be.

Synthetic identity fraud’

Real and fabricated data are blended into a brand-new 'person' — frequently built on the Social Security number of a child or
a deceased individual — then aged with credit-builder accounts until it looks prime. Lenders often don't catch it until the
account 'busts out' months later.

A thin or newly established credit file paired with a surprisingly high score, and little to no real digital
footprint.

Straw buyers & recruited 'mules”

A real, consenting person (paid or coerced) buys the vehicle in their own name on behalf of someone who couldn't or wouldn't
qualify. The car is then re-sold, exported, or leased out and the loan goes unpaid.

Buyer seems disconnected from the purchase, defers to a third party, or the vehicle doesn't match their
stated needs or means.

Fake & altered documents®

Counterfeit driver's licenses, pay stubs, and insurance cards — now often produced from dark-web templates or generated
by Al — are used to defeat identity and income checks, including remote deepfake attacks on digital verification.

Documents that look almost right: fonts, alignment, or edge quality that's slightly off, or details that don't
reconcile across the file.




It's Already Happening

These are real, documented cases — federal prosecutions and industry-reported rings. The names and numbers are
public record; the patterns are the point.

The dark-web fake-ID buyer EASTERN DISTRICT OF MISSOURI - SENTENCED SEPT. 2025

Michael Calvin, 45, bought stolen personal information and a Missouri driver's-license template on the dark web, then used the
fake IDs to buy five vehicles online from dealerships across lowa, Wisconsin, Tennessee, and Oklahoma — including a $90,785
Dodge Charger Hellcat and a $61,175 Corvette, roughly $333,000 in total.

OUTCOME THE LESSON

Pleaded guilty to wire fraud and aggravated identity theft; Remote and out-of-state 'buyers' who never appear in person
sentenced to 51 months in federal prison and $193,000 in are a classic vector. Verify identity independently before releasing
restitution. Some vehicles were never recovered, and dealers ate  a vehicle — a template license can look perfect.

the cost of chasing down the rest.

The $40M Miami ring SOUTH FLORIDA - REPORTED 2025 (SENTILINK)

A coordinated ring recruited 'mules' to purchase vehicles from multiple lenders using stolen and manufactured identities,
laundered titles through corrupt DMV contacts, and moved the cars through luxury-rental fronts and export channels. Some
dealership employees were found to be complicit.

OUTCOME THE LESSON

Roughly 700 vehicles worth about $40 million were lost across 18 Organized rings exploit dealer channels at scale, and insider
lenders. Members flaunted proceeds — private-jet and helicopter  involvement is real. Fraud spikes clustered at midnight-6 a.m. and
rentals — on social media. in Florida, Southern California, and the New York metro.



It's Already Happening

The Jackson-metro identity crew SOUTHERN DISTRICT OF MISSISSIPPI - SENTENCED 2025

Five co-conspirators obtained the identity information of creditworthy people, manufactured false identity documents in those
names, and posed as them at dealerships in the Jackson area to apply for vehicle financing — traveling in from Louisiana to do it.

OUTCOME THE LESSON

Sentences ranged from two years' probation to 46 months in A group of buyers using out-of-area IDs to finance expensive

federal prison; several defendants were convicted of aggravated  carsin a short window is a pattern. Cross-check identity elements

identity theft on top of the wire-fraud conspiracy. against the person and the deal — not just against the credit
bureau.

The insider straw-buyer scheme NORTHERN DISTRICT OF ILLINOIS - $74M INDICTMENT

A dealer-connected group ran nearly $74 million in fraudulent financing through about 20 lenders, including some 200 individual
fraudulent loans totaling nearly $42.4 million and at least 62 loans made to eight straw buyers — with proceeds spent on homes, a
vacation property, and a Cessna aircraft.

OUTCOME THE LESSON

Ten defendants were indicted on 36 counts; each bank-fraud Straw-buyer fraud often has an insider at the dealership.
count carries up to 30 years in prison and a $1 million fine. Lender  Separation of duties, funding controls, and independent
losses exceeded $56 million. verification of applicants are the defenses that hold up.

When the breach is yours MASSILLON, OHIO - CLASS ACTION, 2024

A dealership data breach exposed customers' sensitive personal information; affected customers filed a class-action lawsuit after
being notified their data was compromised — the raw material that fuels the true-name theft above.

OUTCOME THE LESSON

The dealership faces litigation and reputational harm. Under the Identity theft prevention starts with your own data hygiene. Every
FTC Safeguards and Red Flags rules, protecting customer data SSN, license scan, and credit app you store is a target; lock it
isn't optional — a breach can become the dealership's liability. down and limit who can reach it.
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Red Flags at the Deal Desk

The FTC's Red Flags Rule lists 26 indicators of possible identity theft. Here are the ones the F&l office actually sees,
grouped so you can scan them in seconds. Any one of these is a reason to slow the deal down — not a reason to
panic, but a reason to verify.

Alerts & notices Suspicious documents & ID
® A fraud alert, active-duty alert, or credit-freeze notice on ® An ID that looks altered, forged, or doesn't match the
the consumer report. person presenting it.
® An address-discrepancy notice from the credit bureau. ® A photo or physical description on the ID inconsistent with

. L the applicant.
® A notice from a consumer, victim, or law-enforcement pp

agency about identity theft tied to the account. ® An application that looks altered, or documents that appear
to have been photocopied or reassembled.

Suspicious personal information Behavior & the deal

® An SSN, address, or phone number that doesn't match ® A remote or out-of-state buyer who avoids appearing in
other sources or is on a known-fraud list. person or rushes to fund.

® An SSN prefix or issuance date inconsistent with the ® A buyer who defers to a third party or seems disconnected
applicant's stated age. from the vehicle choice.

® The same phone, email, or address appearing on multiple ® A thin or brand-new credit file paired with a surprisingly high
recent applications. score and no digital footprint.

One flag is enough

You don't need a stack of red flags to pause a deal. A single unresolved alert, a mismatched ID, or a thin-file/high-score
profile is enough to stop and verify before you deliver a vehicle.



Your Defense: The Red Flags Rule

Every dealership that offers or arranges credit is required by the FTC's Red Flags Rule to run a written Identity Theft
Prevention Program (ITPP). It's not just a compliance box — done right, it's the exact system that stops the cases on
the previous pages. The program does four things:

Identify the red flags

Build a written list of the warning signs relevant to your dealership, drawn from the FTC's 26 indicators — the alerts,
documents, personal-information mismatches, and behaviors above. Tailor it to your size and the products you sell.

Detect them on every deal

Bake verification into the process so it runs on every applicant, not just the ones that 'feel off' — validate the ID, reconcile
the credit application against the person, and check for bureau alerts and address discrepancies. Automate it so it doesn't
slow funding.

Respond appropriately

Define what happens when a flag trips: pause the deal, request additional verification, contact the consumer through
independently confirmed channels, decline and don't deliver, and file reports where required. Never deliver a vehicle to
resolve a flag later.

Update the program

Review and refresh the program as new schemes appear — synthetic identities, Al-generated documents, and deepfake
verification bypasses didn't exist when the rule was written in 2008. Adapt the red-flag list at least annually.

The rule that never sleeps

The Red Flags Rule dates to 2008 — long before synthetic identities, Al-generated documents, and deepfake verification
bypasses. That's exactly why Step 4 matters: a program you never update is a program the fraudsters have already gotten
around.




Building a Program That Holds Up

A written program only protects you if it's owned, staffed, trained, and documented. These are the pieces an auditor —
or a plaintiff's attorney — will look for.

Written program, board-approved

Your Identity Theft Prevention Program must be a written
document approved by the dealership's board of directors — or, if
there's no board, a designated senior manager who takes
responsibility for it.

Train every employee who touches a deal

Staff must be trained to recognize red flags and to follow
escalation and secure-verification procedures. The program only
works if the person at the desk knows what to do when a flag
trips.

Document everything

Keep copies of identity-verification records in the deal jacket. If
you're audited — or if a deal turns out to be fraud — your
documentation is what proves the program was real and followed.

A named program manager

Appoint a senior officer to develop, implement, oversee, train on,
and update the ITPP, and to prepare an annual report to
management on how well it's working and what to improve.

Oversee your vendors

Service providers with access to customer data must be held to
the same standard — include Red Flags compliance in contracts
and require prompt reporting of anything suspicious.

Know the stakes'™

Knowing violations of the Red Flags Rule can draw civil penalties
of up to $53,088 per violation, assessable per day for ongoing
violations, plus exposure to state UDAP actions and class-action
suits.



The Deal-Desk Checklist

Pin this where credit applications get processed. It turns the whole brief into eight habits that fit inside a normal deal
— no delays, just discipline.

Verify a government-issued photo ID in person whenever possible; scrutinize remote and out-of-state deals harder.
Reconcile the name, SSN, address, and date of birth across the ID, the credit application, and the credit report.
Resolve any bureau fraud alert or address-discrepancy notice before you proceed — don't deliver first.

Watch for thin-file / high-score profiles and reused phone, email, or address across recent deals.

Confirm identity through channels you verified independently — not a number the applicant wrote on the app.
Treat urgency, third-party direction, and 'just fund it' pressure as reasons to slow down, not speed up.

Keep verification records in the deal jacket and log anything you escalated or declined.
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Protect your own data: limit access to stored SSNs, license scans, and credit apps; report suspected breaches fast.

When in doubt, slow it down

Every case in this brief had a moment where someone could have paused and verified. A fraudster's biggest advantage is
your urgency to close. Protecting the customer, the store, and yourself is always worth the extra ten minutes.
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